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Introduction
Detecting network anomalies is a critical part of maintaining security and 
reliability in computer networks. Cyber attacks and network failures have 
allowed hackers to consistently weaken the devices in the Internet of Things 
(IoT), further allowing hackers to exploit and expand the space [1]. 
Consequently, the anomaly detection process aims to detect the differences 
from profiles of normal network behaviors, including “zero-day” attacks [2,3]. 
The detection sorts are defined by the data characteristics of the network 
behaviors. They can be divided into two categories-- normal and anomalous 
network behaviors. These two categories can further be divided into subsets of 
malicious and non-malicious network attacks. It’s important to mention that the 
third subset of non-malicious user behaviors does exist. 

Currently, network operators identify network anomalies as ad hoc [4], 
requiring constant attention. As a result, the use of machine learning and data 
mining has been applied. This allows the network anomaly detectors (NADs) to 
learn the profiles of the network behavior and detect deviations from normal 
profiles in comparison. Though NADs are useful, they are unreliable as they 
are unable to detect multivariate data associations of network behaviors. 
Because of their lack of capability, machine learning and data mining 
techniques produce many false positives, making them inefficient. As a result, 
they hinder an organization's ability to manage security threats faster[5]. 

Objective
The goal of this project is to investigate the multivariate data characteristics 
of the normal, anomalous, and malicious network behaviors utilizing the 
PVAD algorithm. In addition, the objective is to use the algorithm under the 
normal and anomalous conditions and reveal the characteristics in the form 
of multivariate data associations. Thus, the study will demonstrate a way to 
identify the multivariate data characteristics to be implemented in NADs to 
enhance the accuracy of security threats in business and other organizations

Methodology
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The process is divided into 3 steps: 
- Step 1 of the PVAD Algorithm: 

- Plot and sort values of each numeric variable. 
a. Identify data clusters, and used data clusters to define 

categorical values of the numeric variables. 
b. Transform the numeric variable into categorical variable with 

categorical values. 
- Step 2 and 3 of the PVAD Algorithm: 

- Discover and consolidate associations of variable values, and each 
association in the form of X= A→ Y = B.
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Research Question
• How can a network anomaly detector accurately investigate 

multivariate data characteristics of normal, anomalous, and 
malicious network behaviors? 

Results and Findings

Conclusion

• Through data analysis, there was found to be six attack profiles that were based on common 
attack families: Brute force attack, Heartbleed attack, Botnet, DoS Attack, DDos Attack, Web 
attack, and Infiltration attack. However, this research was centered towards Heartbleed 
Attacks and DoS Attacks. Both type of attacks were compared to a benign profile agent, 
which is essentially encapsulated features of distribution packet sizes including the number of 
packets per flow, size of protocols, certain patterns in the payload, the size of the payload, and 
the request time distribution of protocols in order to emulate realistic benign events and mock 
victim-networks for predefined protocols. 

• Heartbleed Attack: A bug in the OpenSSL Cryptography library is exploited by 
sending a malformed heartbeat request to a vulnerable party (oftentimes a 
server) to elicit a response from the victim [6].

• DoS Attack: This attack occurs when the attacker attempts to makes a machine 
or network resource temporarily unavailable by flooding the targeted machine or 
resources by superfluous requests in order to overload the system and prevent 
legitimate requests from being accomplished [6].

• Among the tools of the DoS attacks– GoldenEye, Hulk, Slowloris, Slowhttptest-- Slowloris
and Slowhttptest attacks proved to work by letting a single machine keep connections open 
with minimal bandwidth This allowed for web server resources to be overwhelmed, causing 
them to be taken down quickly[6].

• Heartleech was used in attacks to exploit Heartbleed which can scan a system to find its 
vulnerabilities. 

• To analyze the patterns among the different attack profiles, each attack profile was compared 
to other attack profiles on the server and the benign profile agent. Consequently, similarities 
in their associations were found to determine the patterns and trends among different attack 
types and their relevance to benign data.

The objective of this research was to investigate the multivariate data 
characteristics with the implementation of the PVAD algorithm.  This was 
measured by comparing the attack profiles to the benign profile agent. It was 
revealed that in heartbleed attacks, a bug is often exploited in order to corrupt 
and compromise a vulnerable party. In DoS attacks, it was discovered that the 
Slowloris and Slowhttptest attacks corrupted the server by overwhelmed web 
server resources. By analyzing the trends and the patterns present among 
different attack profiles in comparison to benign profile agent, this research 
brings us one step closer towards indicating the best set of features for 
detecting certain attack categories. Thus, this project was successful in  
investigating multivariate data characteristics of normal, anomalous and 
malicious network behaviors.


